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Abstract. Web3 wallet adoption faces severe onboarding 
hurdles due to complex seed phrases and reliance on 
foreign social logins. Meanwhile, everyday transactions in 
emerging markets like Indonesia heavily rely on trusted 
phone number verification via SMS OTP. This study 
examines how this familiar habit can be leveraged as an 
identity abstraction method for Web3 wallets. Utilizing a 
Systematic Literature Review (SLR) under the PRISMA 
2020 protocol, a search on Google Scholar via Publish or 
Perish yielded 156 initial records, narrowing down to 34 
selected documents. The findings identify six primary 
research clusters: biometrics, social login, seed phrases, 
phone/SMS authentication, wallet usability, and 
decentralized identity theory. Crucially, existing literature 
shows that phone/SMS authentication remains strictly 
confined to conventional banking and e-government, 
never intersecting with Web3 wallet contexts. This 
separation highlights a significant research gap. The study 
concludes that utilizing phone numbers as an identity 
anchor for Web3 wallets in emerging markets presents a 
promising yet largely unexplored space, offering a 
localized, user-friendly alternative to mitigate adoption 

barriers. 

 
INTRODUCTION 
Storing a seed phrase remains one of the primary friction points for users interacting with a 
Web3 wallet for the first time. That 12- to 24-word recovery phrase serves as the absolute 
gateway to digital assets, offering no conventional recovery mechanism or forgot password 
option if misplaced (Jenis & Chandrasekar, 2026). While technical interventions—such as 
embedding phrases within digital images or applying Elliptic Curve Cryptography—improve 
data security, the fundamental burden of custody remains entirely on human discipline 
(Sentana et al., 2026). 
 
To lower these adoption barriers, various identity abstraction mechanisms have emerged. 
Biometric authentication introduces fingerprint or facial recognition layers, though it relies 
heavily on device compatibility (Chauhan & Singh, 2022), and even a basic fingerprint-based 
access lock needs dedicated sensor hardware to be installed (Saputra et al., 2023). 
Alternatively, social login leverages Ethereum Account Abstraction (ERC-4337) standards 
to enable familiar credentials like Google or GitHub (Mavletova et al., 2026; Singh et al., 
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2023). However, while social logins streamline onboarding, they reintroduce centralized 
dependencies that contradict the core ethos of decentralization. 
 
In developing markets such as Indonesia, everyday financial and digital activities rely on a far 
more pervasive and trusted mechanism: the phone number. From opening bank accounts 
and using e-wallets like GoPay or OVO (Wardani et al., 2023) to executing e-commerce 
checkouts, SMS-based One-Time Passwords (OTP) form the bedrock of digital verification. 
Research on QRIS adoption among Indonesian street vendors likewise shows that 
transaction convenience motivates users, while limited technical knowledge and security 
concerns deter non-users (Armani & Sendjaja, 2025). Although extensive literature 
investigates SMS authentication protocols, implementation vulnerabilities, and applications 
in ATMs or e-government systems (Rahmon et al., 2026; Stęchły & Szpunar, 2023; Zhao et 
al., 2025), these studies remain strictly confined to conventional, reversible financial 
architectures. They fail to address how phone-number-based identity abstraction performs 
within trustless, irreversible Web3 environments. 
 
This study bridges this gap by systematically mapping the landscape of Web3 wallet identity 
abstraction methods—spanning seed phrases, social logins, biometrics, and phone-number-
based approaches—through a PRISMA 2020-compliant Systematic Literature Review. 
Given that emerging markets experience distinct technological trust dynamics (MSCI Inc., 
2026), evaluating how phone numbers can serve as a secure identity anchor provides vital 
strategic insights for driving regional Web3 mass adoption. 
 
RESEARCH METHODS 
This study uses a Systematic Literature Review (SLR) approach following the Preferred 
Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA) 2020 protocol. The 
literature search was conducted on Google Scholar via the Publish or Perish (PoP) software 
using 13 keyword combinations (each limited to a maximum of two words): decentralized 
identity, biometric authentication, biometric wallet, social login, account abstraction, seed 
phrase, SMS authentication, phone identity, crypto wallet, wallet usability, wallet adoption, 
blockchain identity, and blockchain Indonesia. 
 
A. Inclusion and Exclusion Criteria 
The inclusion criteria comprised publications from 2022 to 2026; discussing identity, 
authentication, or identity abstraction methods related to wallets, blockchain, or Web3; 
written in Indonesian or English; and mostly sourced from peer-reviewed publications. 
Documents were excluded if they: only discussed conventional fintech e-wallets unrelated 
to blockchain (e.g., studies on GoPay or OVO adoption), discussed blockchain without 
touching on identity/wallet aspects, discussed biometrics outside a wallet/Web3 context, 
were mismatched search results caused by ambiguous keywords, or were commercial 
product pages and non-academic news. 
 
B. Selection Process 
The initial search yielded 156 records (identification). After removing 11 duplicates, 145 
unique records remained and were screened by title and abstract, with 109 eliminated for 
not meeting the inclusion criteria. A total of 36 records advanced to the eligibility assessment 
stage, but 2 documents were subsequently excluded due to insufficient bibliographic data or 
unverifiable source credibility. The final result was 34 documents entering the analysis stage. 
The complete selection flow is illustrated in Figure 1.  
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Figure 1: PRISMA Selection Flow Diagram 

The 34 documents that passed selection were then grouped into six approach categories, as shown 
in Table 1. Sources cited outside these 34 documents (Armani & Sendjaja, 2025; Nikmat et al., 2024; 
Saputra et al., 2023; Wardani et al., 2023; MSCI Inc., 2026) were not part of the screened corpus and 
serve only as contextual support for the discussion. 

Table 1. Distribution of Included Documentss by Approach Category 
Approach Category Count (n) Percentage 

Biometric-based 1 2.9% 
Social login/account abstraction 2 5.9% 
Seed phrase/traditional 2 5.9% 
Phone/SMS-based 6 17.6% 
Wallet usability 5 14.7% 
General decentralized identity theory 18 52.9% 
TOTAL 34 100% 

 
 
RESULTS AND DISCUSSION 
A. Existing Identity Abstraction Methods 
In the biometric cluster, only one document was found, discussing a two-layer security 
mechanism for an IoT-based digital wallet using biometric data as an additional 
authentication factor (Chauhan & Singh, 2022). The social login/account abstraction cluster 
is represented by two documents: one on decentralized salary payment automation using 
the Ethereum Account Abstraction scheme (Mavletova et al., 2026), and another on the 
technical side of account abstraction through a singleton entrypoint contract and verifying 
paymaster on the Ethereum network (Singh et al., 2023). 
 
The seed phrase cluster also contains only two documents, both concerned with 
cryptographically securing the storage of the recovery phrase—one through text-to-image 
encoding (Jenis & Chandrasekar, 2026), another through Elliptic Curve Cryptography in an 
Indonesian context (Sentana et al., 2026). Interestingly, neither touches on how ordinary 
users actually understand, or misunderstand, how seed phrases work; their focus is purely 
mathematical security, not user experience. 
 
The phone number/SMS-based cluster has the most documents of all, six in total, but all of 
them revolve around conventional application domains: SMS authentication risk analysis 
(Stęchły & Szpunar, 2023), OTP implementation flaws (Zhao et al., 2025), two-factor 
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systems for ATMs (Rahmon et al., 2026), MD5 hash-based OTP security (Meiditra et al., 
2025), two-layer authentication for e-government services (Abdullah, 2023), and a qualitative 
comparison of SMS/TOTP against FIDO2/WebAuthn and Passkeys from a practitioner's 
perspective (Folorunsho & Odeleye, 2025). Not one of these six documents discusses its 
application specifically within a Web3 wallet. 
 
Looking more closely, the content of these six documents is fairly diverse. The qualitative 
comparison study found that although SMS and TOTP are considered more affordable and 
easier for ordinary users to understand than FIDO2/WebAuthn or Passkeys, practitioners 
also judge both as more prone to operational disruption (Folorunsho & Odeleye, 2025). 
Meanwhile, risk assessment and implementation flaws studies highlight SMS's vulnerability 
to interception and manipulation at both the network and device level (Stęchły & Szpunar, 
2023; Zhao et al., 2025). This pattern is consistent with what occurs in ATM and e-
government authentication systems: SMS OTP remains widely used for its convenience, 
even though its vulnerabilities have long been known and documented (Abdullah, 2023; 
Rahmon et al., 2026). 
 
The wallet usability cluster contributes five documents highlighting various challenges in 
using Web3 wallets in general: UX pattern analysis on mobile crypto wallets (Plaquin et al., 
2024), Web3 wallet security and privacy (Wang & Van Cutsem, 2024), usability evaluation 
of the Bitcoin Lightning wallet (Leder, 2024), strengthening security and usability through 
post-quantum cryptography and zero-knowledge proof (Kethepalli et al., 2023), and 
designing a crypto wallet more accessible for blind users (Zhou et al., 2023). 
 
The general decentralized identity theory cluster is by far the largest, with 18 documents 
covering a wide range of technical focuses. Several documents build self-sovereign 
frameworks on smart contracts with provably secure privacy schemes (Beesabathuni, 2026; 
Zhang & Wang, 2026), while others contribute conceptual, security, and bibliometric studies 
on blockchain-based digital identity (Khaund, 2025; Judijanto, 2025; Monaghan, 2026). A 
number of documents propose zero-knowledge proof and range proof schemes specifically 
for selective disclosure (Ramya et al., 2025; Zhu et al., 2023), and one integrates AI with 
Merkle trees for identity verification (Le et al., 2025). 
 
On the cross-sector application side, this study found decentralized identity applied to 
education for verifying academic credentials (Jain, 2025), to cross-border digital services for 
simplifying identity verification across jurisdictions (Dubey et al., 2025), and—most relevant 
to the Indonesian context—to Know Your Customer (KYC) processes in the banking 
industry (Irwanto et al., 2023). In addition, three patent documents were found, indicating 
industry interest in this topic: a QR-code-based decentralized identity method (Vivek et al., 
2026), an anti-fraud system for SMS OTP authentication (Rule et al., 2025), and a trust/user 
identity model for distributed systems (Naqvi et al., 2022). Rounding out this cluster are a 
study on blockchain implementation algorithms for decentralized identity authentication 
systems (Xie, 2024), a design science approach investigating DID technology (Krupicka, 
2024), a review on blockchain identity management (Bamnote & Patil, 2023), and a 
prototype for a blockchain-based national identity storage security system in Indonesia 
(Fathiyana et al., 2022). 
 
B. Trust, Security, and Ease of Use 
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These four methods are essentially answering the same question—who is trusted to 
safeguard a user's identity—but with mutually opposing answers, and each answer carries 
concrete consequences. 
 
With seed phrases, trust rests entirely with the user, with no intermediary whatsoever. The 
consequence is immediate: once the phrase is lost or forgotten, no party—neither the wallet 
developer nor an exchange—can recover it, because that is simply how private-key 
cryptography works. Improvement efforts so far, such as encoding the phrase into a digital 
image (Jenis & Chandrasekar, 2026) or wrapping it with Elliptic Curve Cryptography 
(Sentana et al., 2026), only address how to store the phrase more safely, not how to reduce 
the risk of a user forgetting or mis-copying it in the first place. 
 
Social login takes the exact opposite path: trust is shifted to a third-party identity provider 
such as Google or GitHub (Mavletova et al., 2026; Singh et al., 2023). As a result, users do 
not need to remember anything, but the wallet's security becomes only as strong as the 
security of that third-party account itself. If the Google account is hacked or phished, the 
Web3 wallet linked to it is put at risk too, contradicting Web3's decentralized philosophy. 
 
Biometrics sit somewhere in between: a fingerprint or face cannot be "forgotten," but once 
that data is leaked, a user cannot simply swap it out the way they would change a password 
(Chauhan & Singh, 2022). This method also requires owning a device with an adequate 
sensor, as fingerprint-based access systems depend on dedicated sensor hardware (Saputra 
et al., 2023)—something not evenly available to everyone, particularly outside major cities. 

 
Table 2. Comparison of Security Trade-Offs and Ease of Use Across Methods 

Method Who Is Trusted Consequence of Failure Burden on the User 

Seed phrase Entirely with the user If lost, it's gone - no reset 
option 

Heavy - requires strict 
self-custody discipline 

Social 
login/AA 

Shifted to 
Google/GitHub, etc. 

As secure as that third-party 
account 

Light - just log in as 
usual 

Biometric Tied to the user's body Biological data cannot be 
replaced if leaked 

Moderate - requires 
supporting hardware 

Phone 
number/SMS 

Dependent on mobile 
carrier 

Vulnerable to SIM swap and 
SMS interception 

Light - already an 
everyday habit 

 
Phone numbers occupy a unique position compared to the other three methods. Their 
security trade-off—vulnerability to SIM swap and SMS interception—is nothing new; this is 
precisely the risk conventional banking has faced for decades, and mitigations already exist 
for it: transaction anomaly detection, real-time notifications, and daily transaction limits. 
What differs in a Web3 context is that the consequence of a mitigation failure is far more 
severe: blockchain transactions are final and cannot be reversed, unlike bank transactions. 
This means adopting phone numbers as an identity anchor for Web3 wallets requires 
additional mitigation layers specifically designed for the irreversible nature of blockchain 
transactions—something not yet widely addressed in conventional SMS OTP literature 
(Abdullah, 2023; Rahmon et al., 2026; Stęchły & Szpunar, 2023). Structured IT risk-
management approaches already applied to Indonesian information systems, such as ISO 
31000 (Nikmat et al., 2024), could serve as a starting point for designing these layers. 
 
From this it is clear that no single method wins outright. What sets phone numbers apart is 
that they impose the lightest burden on users among methods whose security can still be 
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relied upon—something particularly relevant in Indonesia, where transaction convenience is 
a main driver of QRIS use among street vendors (Armani & Sendjaja, 2025) and phone 
number penetration is far more even than biometric devices or Google/GitHub accounts. 
This does not mean phone numbers are automatically ready to deploy; rather, the gap in 
mitigating transaction-finality risk is precisely the homework that needs solving. 
 
C. How Far This Research Has Reached Southeast Asia, Particularly Indonesia 
Of the 34 documents analyzed, only 3 (8.8%) explicitly address a Southeast Asian context, 
particularly Indonesia: seed phrase security on cryptocurrency wallets using ECC (Sentana 
et al., 2026), SMS-based OTP security systems for general information systems (Meiditra et 
al., 2025), and decentralized identity for banking KYC processes (Irwanto et al., 2023). None 
of these three documents discuss phone numbers as an identity abstraction method used 
specifically for Web3 wallets. This shows that the intersection between local financial 
infrastructure and Web3 wallets remains very rarely examined academically. 

 
D. The Unexplored Space 
Drawing this together, research on SMS/phone number authentication is well established 
in conventional domains (Rahmon et al., 2026; Stęchły & Szpunar, 2023; Zhao et al., 2025), 
and research on decentralized identity and Web3 wallets has also grown considerably. Yet 
both run along separate tracks, never intersecting. Not a single document in this review 
specifically synthesizes phone numbers as an identity abstraction method for Web3 
wallets—even though, in developing countries like Indonesia, phone numbers are trusted 
and evenly owned. This reflects a structural mismatch: SMS/OTP studies originate from 
telecommunications security focusing on reversible transactions, whereas decentralized 
identity studies stem from blockchain engineering evaluating trustless, irreversible models. 
Neither community has systematically explored what happens when a trust anchor built for 
reversible transactions is applied to a context where transactions cannot be reversed at all. 

 
CONCLUSION  
This systematic review of 34 documents reveals a distinct divide between conventional SMS 
authentication research and Web3 wallet identity solutions. While methods such as seed 
phrases, social logins, and biometrics offer varying trade-offs between security and ease of 
use, phone numbers present a uniquely accessible identity anchor, particularly for emerging 
markets like Indonesia. However, this approach remains largely unexplored in Web3 
contexts. Because blockchain transactions are irreversible, utilizing phone numbers requires 
robust mitigation layers against established risks, such as SIM swapping, that go beyond 
conventional banking standards. To bridge this gap, future research should move beyond 
conceptual discussions and prioritize empirical testing of phone-based Web3 wallets, such as 
the Saku prototype, to evaluate Social Identity Abstraction in real-world scenarios. 
Expanding literature databases beyond Google Scholar and conducting direct usability and 
security evaluations will be critical in refining this identity model for wider adoption. 
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